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Abstract: Network-based command and control systems promise significant gains in military responsiveness and resilience.  They improve shared situational awareness and facilitate the concentration of firepower.  But what if the information, or the target, is wrong?   Much has been invested internationally on architectural frameworks for military network-based systems, such as on DODAF and MODAF, but rather less on validation frameworks to show if these network-based systems will prove tolerably safe, suitable, survivable and effective in Service.  FMV, the Swedish defence materiel administration, has long-standing concerns about networked-system validation and since 2002 the author has had the privilege of participating in an Anglo-Swedish Joint Research Forum on this topic.

This paper is based on a study commissioned by FMV from SE Validation Limited and is presented by their kind permission.  The study focussed on a Command and Control (C2) node within a dynamic, service-oriented, network architecture.  This was chosen in an effort to bound the scope of the study, make the discussion tangible and make any findings widely applicable.  The initial approach was to consider when in programmes safety can be readily influenced: during development of policy and regulations; when setting system safety requirements; at acceptance into Service; and during Service operation.  However this did not work out, showing that here safety needs to be ‘engineered-in’ from the outset.  

The first task was then to identify where high-level safety-related requirements should come from.  In our experience the policy: “that hazards should be reduced as low as reasonably practicable”, is difficult to interpret in network-based systems where there is an indirect connection between hazard initiation and accident.  Many European safety policies are based on the UK Health and Safety at Work Act, but this is not ideal when people are deliberately setting out to kill you and it is not an option to stop using a C2 system because a specific configuration is not known to be safe.  Noting precedents set by UK Coroners, we derived potential high-level ‘safety’ requirements from the internationally-recognised Law of Armed Combat (LOAC).  This gave a rich set; including some not present, or not recognised as ‘safety related’, in current programmes.  The study then considered how to decompose these non-functional ‘capability’ requirements to give system safety requirements, noting the need to show that architectural decisions had ensured mitigation ‘to the extent feasible’.  The last part of the study addressed verification, validation and exploration at all system levels, during both design and operation.  

The study recommended that consideration should be given to adopting a ‘goal-oriented’ approach to setting and meeting safety requirements for network-based C2 systems, noting that this should ensure that safety was designed in right from the initial capability architecture decisions, but that this needs architectural frameworks that will support validation.
Introduction
In 2006 FMV, the Swedish Defence Materiel Administration, tasked SE Validation Limited with a short study on Safety Verification, Validation and Exploration (VV&E) of Network-based Command & Control (C2) Systems.  The study focussed on a C2 node within a dynamic, service-oriented, network architecture.  This was chosen in an effort to: bound the scope of the study, make the discussion tangible and make any findings widely applicable.  FMV has kindly agreed to the publication here of some of its results.  Since 2002 the author has had the privilege of co-operating with FMV specialists on VV&E, particularly through an Anglo-Swedish Joint Research Forum (JRF) on the “VV&E of Complex Systems, Capabilities and Systems of Capabilities”.  Initially QinetiQ and Cranfield University RMCS, were involved, but since 2004 SE Validation Limited has been the sole UK representative.  
Over the last decade nations have networked military information systems in order to increase shared situation awareness within their forces and with those of coalition partners.  Through this they have sought tactical and strategic advantage by making their forces more manoeuvrable and responsive than those of their adversaries.  Investment in improved VV&E methods to combat the novel risks introduced by this extensive information networking has frequently lagged.  This study was one endeavour to redress this balance and to 'catch-up' with the rapid developments in network architectures of the present and the recent past.   
There are many issues involved in the ‘Systems Engineering’ of such 'Complex Engineered Systems' [Calvano, et. al., 2003].  In the context of this paper, the novel features of network-centric C2I systems of systems (S of S) include that:
· they have no fixed configuration and the associated lack of clearly defined element build configurations makes them difficult to configuration control;
· the S of S are subject to evolution during operation, which may happen quite rapidly;
· the S of S will be subject to damage and degradation;
· the boundaries of individual systems may be unclear;
· systems include operators and decision makers;
· the basis for transforming data to information and knowledge may be unclear;
· operators are sources of error and also means of detecting and trapping errors;
· operator performance is subject to effects of fatigue, noise, stress, etc.
· it may not be possible to fully validate such S of S before deployment and consequently there is a need to consider concepts of validity growth with experience;
· Services / Functions / Systems may need to be used with restrictions and limitations even if they are not fully mature;
· the network is likely to be service-based, which will lead to the import and export across boundaries of data with uncertain sources and sinks;
· operations are likely to be time critical, but without commensurate guaranteed high infrastructure availability to support this.
All these factors mean that traditional approaches to demonstrating the safety of these systems-of-systems needed to be reappraised and, possibly, revised.  The paper at last year’s ESAS “Concepts of Network Enabled Capability – safety issues and potential solutions” [Casey et. al., 2007] addresses a number of these factors.
Initial Approach
We will first cover the initial approach adopted for the study and why this was abandoned, before looking at the second approach and the findings that resulted from this.

Given the range of novel problems outlined above, the initial starting point for this study was that 'defence in depth' would be needed to achieve adequate confidence that these networked capabilities would not cause unacceptable levels of unintended harm.  Thus the initial approach was to divide the process of creating new elements for networked C2 capabilities into four temporal phases at which safety intervention was readily possible.  These were:
· During development of policies and regulations;
· During equipment, training and process design and development;
· During certification and integration into Service;
· During Service operation.
However, when trying to develop these ideas, it became clear that each subsequent phase has a shorter characteristic time than the previous one.  Policies are developed over decades, designs over years, integration into Service takes months, but operational events happen in days, hours, minutes or seconds.  Thus with this approach the options available at each stage are dependent-on, and constrained-by, the foundation created by the previous phase.  Commanders can thus only use ‘certificated type configurations’, these in turn are limited by the imagination of designers as to how their C2 systems would be used and constrained by the policies and regulations in force at the time the design contracts were let.  Working from policy forwards starts with the process that typically reacts the slowest to change and from the point most removed from the operational 'sharp-end'.  It was clear that this approach would not yield a viable solution for FMV.  However, policies and regulations are key to managing the knowledge of an enterprise and cannot simply be sidelined.  Complying with legislation is not negotiable.  The only viable approach left was to consider the potential for ‘goal-oriented’ policies that state what must be achieved, rather than ‘process-oriented’ policies that state what must be done.  This was the basis for the revised approach selected.  
Goal-oriented Approach
In FMV, system safety is defined as: “The characteristics of a system that prevent injury to personnel and damage to property and the environment”.   The term system here indicates: “a combination of necessities, plant and equipment, personnel and instructions, regulations, etc. for training utilisation and operation in time of war, crisis and peace”.   For the purposes of the study, these definitions were re-referenced to take account of the emerging terminology of Network-based Defence (NBD), using the architecture shown in the figure below [after Wik, 2002]. It should be emphasised that this architecture addresses the safety of operational capabilities, not just of the equipment alone. The focus of the study, the C2 node, is part of the "nodes, networks and services" that comprise NBD in order to deliver the military capabilities shown on the left, which in turn are needed to deliver the sought-after military effects.  So the core of this goal-oriented approach is to define the characteristics that provide protection from harm that need to be present in the generic C2 node and then address how these are best verified, validated and explored.  Since, many of the capability requirements will be non-functional, and thus not directly amenable to VV&E, an important part of this process is being able to further decompose the requirements for the node into the method, organisation, personnel and technology (MOPT) elements that need to be integrated together to satisfy its requirements and can be subject individually to VV&E.
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Requirements

The high-level safety goal for all military capabilities must be the minimisation, or avoidance, of unintentional harm to valued people, assets, and environments.  Because it is only possible to validate the satisfaction of this goal in retrospect, there is an associated need for “assurance validation” to demonstrate that valid requirements have been developed for the mitigation of all historical sources of harm and that adequate effort has gone into the search for possible new sources of harm due to technology changes.  This is in addition to the need to show compliance with national laws and policies, and international laws, through safety-cases or safety-reports based on verification, validation and exploration.
For traditional platform-based systems this approach naturally accords with normal safety practice.  However, for NBD-related safety capability components the situation is more complex.  This concentration on the C2 node does not imply that other areas are unimportant, but seeks to provide an exemplar for the approach advocated.  It is clearly mandatory to follow national Health, Safety and Environmental Laws, but astute readers will note that the FMV definition of system, referred-to in the definition of safety, specifically talks about “operation in time of war, crisis and peace”. Health & Safety legislation is not designed for war and crisis situations, or for when there is no safe state to revert to.  For instance, if there is an unguarded factory machine, safety can be maintained by not using the machine.  Stopping using a C2 system during an operation certainly does not return everyone to a safe state!  Thus the study considered the practicality of augmenting domestic safety legal codes to cover situations where military force is being deployed.  The logical framework for this is the internationally-recognised "customary" law of armed combat (LOAC), even though this does not cover all scenarios where military force may be used.   The need to consider safety and military effectiveness together was the subject of an earlier ESAS paper by the author [Brain 2005]
A key point to note about the LOAC is its use of the caveat "to the extent feasible".  This compares with the phrases such as: "so far as reasonably practicable", that occur in civil safety law.  Expert legal advice is needed to establish precise differences between these phrases, but both seem to imply that expectations under the law change with what is judged “feasible or practicable” technology.  For example, if a force has precision guided weapons and their use in a particular scenario would be likely to reduce collateral damage, then there appears to be a legal obligation to use these in favour of their predecessor weapons that are less discriminating.  The LOAC distinguishes between civilian personnel and objects and military objectives.  It implies that what is not a legitimate military objective is thus protected under the law.  LOAC does not appear to distinguish between the first, second and third parties used in civil safety codes.  There are obligations under LOAC to take feasible precautions in attack and against the effects of attack and all feasible precautions in the means and methods of warfare.  From a C2 node perspective these appear to go some way beyond what would normally be considered "safety hazard mitigation" issues.  For example, these two obligations appear to imply C2 node safety requirements on:

· the ability of the C2 node to mitigate the effects of attack on its own forces and any other civilian personnel or objects in the area it occupies (warnings, control of medical and fire-fighting services, etc.);

· the necessity to consider different courses of action from the perspective of their impact on civilian personnel and objects.

Such requirements would be normal for a C2 node anyway, but the point of mentioning them here is that it seems no longer possible to draw a clear line between what is safety-related and what is not.  This underlines the value of taking an integrated system-engineering approach to dealing with safety requirements alongside all other capability requirements.  There are two other areas where the LOAC appears to be potentially important in this context.  One is the acknowledgement that commanders and planners have to make decisions (often very quickly) on the basis of information reasonably available to them at the time and the other the need to facilitate independent and effective investigations into potential breaches to the right to life.

Capability Design for Safety
These legally-derived requirements are still too 'soft', inadequately quantified and high-level to be directly used for element design, verification or validation.  Further requirements need to be derived in two stages; first functional derived requirements for C2 nodes and then requirements for the MOPT elements that make up these nodes.  Capability safety is delivered by the integrated NBD networks, nodes and services.  Thus all components of the network may need to deliver functions or obey constraints so these safety goals can be satisfied.  In some cases a network component (e.g. a node) will be able to satisfy such requirements on its own, but in most it will need to rely on other components, such as User services, or communications, in order to meet its requirements.  This produces a flow down of derived requirements that are progressively allocated to components as functional requirements.  This has to be done using the capability, network or node architecture.  Often there will be a number of possible choices.  Then a common approach is to identify alternatives and to score these against mandatory constraints and merit criteria.  Recording such decisions is likely to be an important part of demonstrating "to the extent feasible".
This flow-down process can define what the C2 node has to achieve in order to play its part in giving the network the required safety characteristics. Below, is a problem frame diagram that depicts a typical service-based C2 node.  This has been developed in terms of services, since 'physical' component boundaries are no longer necessarily useful delineators.  The 'building' blocks for the problem fame are domains, in this case nodes, networks and infrastructures.  These domains share phenomena through their interfaces (share domains).  For example a message is shared between a sending computer and a network; for some purposes it may be assumed that this same message is shared with the receiving computer, but for other purposes it may be necessary to logically separate the sent message from that that was received to allow for, say, latency.  A specification is then a definition of the characteristics of a service as viewed from the receiving domain.  Needs exist within domains and requirements are statements of these needs.  Needs are satisfied by other domains meeting (making true) the specification for their interfaces with the domain under consideration.  Using this terminology, validation and exploration take place within the domain where the need has been defined.  Verification is concerned with interfaces and looks at the degree of satisfaction of the interface specifications achieved by domains or services.  A problem-frame notation is used here instead of a SysML-based notation, such as the one that underlies MODAF, because it supports the required hierarchical constructs and it has a strong underlying validation framework.
	Extract from Service-based C2IS node PF.axml, > Link
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A problem frame for a NCD Service-based C2IS node [see Jackson, 1995 & 2001] 

Clearly the process of decomposing safety capability requirements to node, network and service requirements cannot be described in detail in this short paper, but the dominant requirement is that information services received by actor nodes should be of adequate integrity.  In turn the major contribution of C2 nodes is that of ensuring the integrity of the information services that they publish.   
Verification, Validation & Exploration

Verification is defined [FMV, 1996, 162] as: Confirmation through production and investigation that the specified requirements have been met. Validation is defined [FMV, 2000, 217] as: A method of demonstrating that the requirements are correct, i.e. that the product functions as intended in its operational environment. Exploration is believed not to be formally defined by FMV, but is taken to be a process of system optimisation through commissioning and use that aims to increase its overall effectiveness.  NBD poses few genuinely new VV&E problems - the novel problems are associated with defining adequate requirements and specifications to allow traditional VV&E methods to be deployed.  That said there are some areas where VV&E probably requires development.  These include:

· Making greater use of modelling and simulation in the safety VV&E process (and hence the need for better VV&E of these models and simulations);

· Better integration of methods that originate from the Safety Engineering and VV&E communities;

· Placing greater reliance on the VV&E of method, organisation and personnel node elements and less on the traditional technology (equipment) elements because military judgement, and providing the information on which this can be safely based, is so important in achieving safe command and control;
· Development of new methods, organisations, personnel, and technologies to support the exploration part of the trilogy with respect to network-based defence systems.  These may include the development of on-line real-time “validation” network elements that provide information to support command decisions related to ‘trust’ in the network infrastructure. 
Conclusions
The high-level study for FMV aimed to contribute to maintaining and improving system safety for the operational deployment of Network-Centric (NC) military command and control nodes (C2) during a wide spectrum of military and civil-support operations including, coalition operations in crisis and war.  This paper has summarised some of the findings of the study, but it is impossible to do justice to such a large topic in the space available.
Service-oriented network-based systems create many novel problems for safety engineers.  There are developing legal precedents for the use of the Law of Armed Combat within domestic legal codes.  The resultant potential need to demonstrate freedom from unintentional harm “to the extent feasible” within a socio-technical network-centric defence capability represents a formidable challenge.   Sweden has recognised this for at least six years and this study carried out by SE Validation Limited is just one strand in FMV’s response.  Do we already face this same challenge in the UK?   If not, how do we recognise the challenge when it arrives and it is time for the safety community to respond to it?
Closing Thoughts
This paper has suggested an overall approach to meeting this challenge of ensuring safety in network-based defence capabilities.  This is based on a high-level goal-oriented approach, coupled with system-engineering methods to flow-down these requirements to network elements and comprehensive VV&E to demonstrate their satisfaction.  Considerable future work is required to validate this approach and build the capability to deploy it.
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